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Op-Israel 2017
Op-Israel is the name given to a campaign of cyber-attacks carried out by hackers identified with
the international anarchic group ‘Anonymous’, and with pro-Palestinian hacker groups, against
Israeli Internet sites with the goal “to disconnect Israel from the cyber world”.
The first Op-Israel campaign was carried out during Operation “Pillar of Defense” on the eve of
Holocaust Remembrance Day on April 7, 2013. Since that operation, the campaign became a
tradition and every year on this date an organized cyber-attack is launched against Israeli Web sites.
The Op-Israel campaign includes a variety of attacks, including “crashing” Web sites and preventing
them from providing services, hacking databases and leaking information, and taking control of
Web site interfaces and defacing pages. The attacks are directed against government Web sites,
financial institutions (banks, insurance companies), public Web sites as well as commercial and
private sites with a relatively low level of protection.
The economic damage caused as a result of these attacks is unclear but it seems that it is not
substantial as the significant Web sites that were attacked suffered short-term disruptions, at most.
The other sites, which had a low level of protection, primarily suffered damage from defacement
and takeovers. Nevertheless, it is important to note the psychological aspects that constitute a
significant component in the campaign, which was originally designed to influence public
awareness.
The Op-Israel campaign was carried out by several main entities:
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Anonymous is an unorganized, decentralized, virtual community composed of
hackers who come together from time to time in order to carry out joint
offensive operations.
AnonGhost is an international network composed of hackers that is
associated with pro-Palestinian hackers and that attacked Israeli Web sites in
the framework of the Op-Israel campaign, despite the fact that it is not part
of the Anonymous community.
Red Cult is a group of hackers associated with the Anonymous community
that mainly operates against the Islamic State organization in the framework
of the OpISIS campaign.

Campaigns carried out in Previous Years
The first Op-Israel campaign was carried out in 2013 and included attacks against a wide range of
targets. For instance, the Web sites of government entities that suffered distributed denial-ofservice (DDoS) attacks – including the Web sites of the Prime Minister’s Office, the Ministry of
Defense, the Ministry of Education, the Ministry of Environmental Protection, the Military Industry
and the Central Bureau of Statistics – were inaccessible for periods of time. In addition, dozens of
Israeli Web sites were defaced, including the site of the Israel Cancer Association, “Larger than
Life”, and “Yad Vashem”, by the placement of hateful anti-Israeli content. At the same time,
approximately 19,000 Facebook pages were hacked, and credit card details and email addresses
were leaked. The campaign was accompanied by “psychological warfare” that took the form of
threats, even before the launch of the campaign, and false publications regarding its success and
the severe damage that it supposedly caused. Nevertheless, despite the wide scope of the
campaign, no significant damage was caused beyond the temporary blocking of the attacked sites.
The second Op-Israel campaign took place in 2014 and also included DDoS attacks against the
Israeli government portal, gov.il, and 1,300 email addresses and passwords associated with the
Standards Institute of Israel were published.
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The third Op-Israel campaign took place in 2015, in the framework of which attempts to attack
military and government Web sites failed. Attacks against other sites included the leak of personal
details from email and Facebook accounts (including user names and passwords), the publication of
hundreds of credit card details, and the sending of text messages in Arabic.
The fourth Op-Israel campaign took place in 2016 and included DDoS attacks and Web site
defacements of the Israeli Knesset, the Ministry of Economy, Bank Discount, Wallashops, Mako, the
Institute of Certified Public Accountants and the Russian Embassy in Israel. The attacked sites
returned to normal functioning within a short period of time. In addition, hundreds of stolen credit
card numbers were published. It should be noted that this attack appeared to be more organized
than its predecessors even though it also did not cause significant damage.
It should be noted that the above-mentioned campaigns used a variety of assault tools, which were
classified according to the targets attacked and the options available to the attackers.1

Types of Attacks
The campaigns from previous years included various types of cyber-attacks. The main attack used
against government Web sites was the DDoS attack, which is designed to create an unusual load on
the compromised site servers to the point of crashing the site or preventing its ability to provide
service. The unusual load is achieved by activating a network of robot computers (BotNet) –
computers that were “infected” with malicious software enabling them to be remotely controlled
without their owners’ knowledge. Another type of attack used against the Web sites was
defacement, which involved hacking Web sites and posting anti-Israel content in place of the
original content. It should be noted that hacking Web sites is also used to retrieve information for
the purpose of leaking it.

1

https://cert.gov.il/Updates/news/SiteAssets/מידע%20היערכותי%20לקראת%20תקיפה%20אנטיישראלית%20OpIsrael.pdf
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Activities Ahead of the Op-Israel 2017 Campaign
The following is a list of preparations being made ahead of the #Op-Israel 2017 campaign that have
been identified so far on social networks.

Facebook
On February 25, 2017, three Facebook accounts – Anonymous Palestine, AnonGhost Syrie فلسطين,
and Palestine AnonGhost – created a joint event titled “AnonGhostOpIsraël. The event was set to
take place between April 7, 2017 and April 18, 2017. Ninety-eight visitors confirmed their
attendance to the event and 118 others marked that they were interested in the event.2

Facebook event: AnonGhostOpIsrael

On February 27, 2017 the Facebook page, Operation Israel, created an event titled, “Operation
Israel”. The event was set to take place between April 7, 2017 and April 21, 2017. Twenty-six
visitors confirmed their attendance to the event and 16 others marked that they were interested in
the event.3

2
3

https://www.facebook.com/events/1106408086118632/permalink/1270935346332571/
https://www.facebook.com/OpIsraelV2/
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On March 5, 2017 the Facebook group, Minion Ghost, created an event titled, “#OpIsrael2017”. The
event was set to take place between April 7, 2017 and April 20, 2017. Sixty-two visitors confirmed
their attendance to the event and 68 others marked that they were interested in the event.

Facebook event: OpIsrael2017#

YouTube
On February 1, 2017 a user named Maj Houl posted a video on YouTube associated with the
Anonymous RedCult group, threatening to launch a full-scale attack on April 7, 2017 against Israeli
government Web site servers (see detailed transcription in Appendix 1). The user’s YouTube
account had 12,765 subscribers as of March 10, 2017. It should be noted that on March 3, 2017 a
video was also posted on the Facebook page of the same user, which has 640 followers.4

4

https://www.youtube.com/watch?v=6-RVu0bUI9g

In t ern a tion al In sti tu t e f or Cou n t e r T err ori s m (I C T)
Ad d i tion al re s ou r c es ar e a va il ab l e o n th e I C T W eb si te : w w w. ic t.o rg .il

5

A Screenshot from the video

Twitter
On March 4, 2017 a post was made to the Minion Ghost Twitter account, in the framework of which
it was claimed that the owner of the account had managed to infect with viruses the Web site of
the Bank of Israel. In another post, the same account owner offered to send another user details
regarding the Perl and Python programming languages for the purpose of writing an attack program
for the upcoming campaign. These languages are considered practical to use and most effective in
programming speed.

Screenshots from the Twitter accounts
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פרקטיות
Telegram שפות אלה נחשבות. לצורך כתיבת תכנת תקיפה לקמפיין הקרבPython- וPerl פרטים לגבי שפות התכנות
. ועיקר יעילותן בזריזות התכנות,לשימוש

On March 10, 2017 the Telegram channel used by the group “minionghost” and associated with
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answered in the affirmative posted screenshots of the attack tools, including CMD, Low Orbit Ion

 אינו לתקיפה ישירהMaltego- השימוש ב.Maltego- ו,CMD, Low Orbit Ion Cannon (LOIC)  בכלים, בין היתר,שימוש

Cannon (LOIC) and Maltego (a tool for gathering intelligence rather than for a direct attack). It can

אלא לאיסוף מודיעין מקדים על המטרה ממקור פתוח; זה מלמד כי התקיפות נעשות בצורה מושכלת ולא ״על
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מפרסומי קבוצת הטלגרם

Screenshots from the Telegram channel

רשימת מטרות
 עלPastebin  באתר1.2.2017  פורסמה בתאריך2017 Op-Israel רשימת המטרות המיועדות לתקיפה במסגרת קמפיין

List of Targets
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March 10, 2017.5 The list includes 37 government and critical infrastructure Web sites that were
attacked in previous years’ campaigns.

5

http://pastebin.com/rBiMTwsy
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http:/ / pastebin.com/ rBiMTwsy
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.2015  ומשמאל2016  במרכז,2017  מימין:רשימת המטרות

Screenshots from Pastebin of the lists of targets: 2015 (left), 2016 (middle) and 2017 (right).

Summary
The Op-Israel 2017 campaign is the process of being organized via social networks, among other
things. For instance, a list of targets was published that included government and critical
infrastructure Web sites, as in previous years. Nevertheless, past experience shows that in addition
to these sites, other Web sites from the business and private sectors, which are not adequately
protected, are also attacked. In addition, email hacks, attempted takeovers and more are also
carried out.
Past experience has shown that, in addition to the Web sites published as targets of attack ahead of
the Israel-Op campaign, other sites are also attacked, including non-governmental sites that usually
have a low level of cyber protection. Special emphasis should be placed on such sites and on their
need to protect themselves from the attacks expected in the framework of the Op-Israel 2017
campaign.
At this stage, a number of attack tools have been identified as likely to be used in the framework of
the upcoming campaign, including CMD and Low Orbit Ion Cannon (LOIC). In view of the continuing
trend of the campaign's lengthening and in light of the previous publications, it can be assumed
that the upcoming campaign will last at least several days.
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Appendix 1 – Transcript of the Video Posted by Anonymous
0:25 greetings citizen of the world we are
0:32 anonymous red cult we will make this
0:34 message short and straight to the point
0:36 as a yearly reminder of the oppression
0:38 of the Zionist State of Israel upon the
0:41 Palestinian people we are launching a
0:43 full-scale attack on the seven of April
0:45 2017 on all Israeli government websites
0:49 servers and databases and so on Israel
0:53 we will disconnect you from the
0:55 rebyc world this is not a warning for the
0:57 promise and we always keep our promises
1:00 as you know we call after all
1:02 activists anonymous anonymous subgroups
1:05 to join us now we have given more to say
1:08 except united as 1/0 we are anonymous
1:12 red Colt we are legion we do not forgive
1:15 him
1:16 we do not forget Israel expect cyber
1:19 help from
1:20 ]Music
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ABOUT THE ICT

Founded in 1996, the International Institute for Counter-Terrorism (ICT) is one of the leading
academic institutes for counter-terrorism in the world, facilitating international cooperation in the
global struggle against terrorism. ICT is an independent think tank providing expertise in terrorism,
counter-terrorism, homeland security, threat vulnerability and risk assessment, intelligence analysis
and national security and defense policy. ICT is a non-profit organization located at the
Interdisciplinary Center (IDC), Herzliya, Israel which relies exclusively on private donations and
revenue from events, projects and programs.

ABOUT THE CYBER-DESK
The cyberspace has become an important battlefield, and an integral part of current and future
conflicts. Recent years have seen increasing cyber-attacks on political targets, crucial infrastructure,
and the Web sites of commercial corporations. These attacks, which are also, increasingly, receiving
international attention, are perpetrated by nation-states; groups of hackers; criminal organizations;
and lone hackers. Nation-state actors are becoming ever more aware of the cyber threat, and are
assessing its effect on their national security. To this end, many of them are finding (and funding)
ways to develop the defense mechanisms to cope with the threat, as well as their own offensive
capabilities.
Terrorist organizations are also a part of this dynamic, mutable environment. They are extending
their activities from “typical” use of the Internet for communication, recruitment of operatives,
fundraising, propagandizing, incitement to hatred and violence, intelligence gathering, and
psychological warfare, to attacks on the enemy’s critical infrastructure cyber warfare techniques.
Increasingly, terrorist organizations are integrating the information available to them from the
virtual world with that available to them in the real world, and using the former to develop
offensive capabilities in the latter. This they call “electronic jihad”.
Given these developments, and as part our belief that “sharing information increases our ability to
confront terrorism”, the International Institute for Counter-Terrorism (ICT) of the Interdisciplinary
Center (IDC), Herzliya has decided to disseminate a periodic report and analysis of information
gathered by our cyber-terrorism desk.
Click here for a list of online Cyber-Desk publications
For tailored research please contact us at webmaster@ict.org.il.
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