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Highlights 

This report covers the period of October - December 2015 and covers two main subjects: cyber-

terrorism (offensive, defensive, and the media, and the main topics of jihadist discourse) and cyber-

crime, whenever and wherever it is linked to jihad (funding, methods of attack). 

The following are among the issues covered in this report: 

 During this period, jihadist organizations continued to mobilize Telegram software activity. As 

previously stated, this application enables encrypted and secure communication between two 

users or between groups. Through this application, users exchange reports and files, including 

PDF documents, video files and audio files. Although the data traffic is encrypted and makes it 

difficult for security services to monitor and decrypt traffic between users, the information itself 

contained in groups and channels is visible and exposed to anyone who joins that channel. 

 Jihad activists continued to distribute software and applications to increase information 

security. These applications are mainly used to encrypt information on a device and/or to traffic 

information, maintaining anonymity of user activity on the Internet (including VPN use). In 

addition, jihadist organizations regularly distributed guidebooks explaining proper computer 

and Internet use. 

 During this period, Islamic State members and supporters continued to attack Web sites and 

social networks, and to leak information. It seems that more players were working under the 

Islamic State and cooperating with the organization by sharing and transmitting information, 

such as attack techniques, and by engaging in the joint planning and execution of cyber-attacks. 

Efforts continued to locate and leak information about security and government officials as part 

of the threats and psychological warfare being waged by the organization. In addition, an 

incident was noted in which the Delhi police in India arrested a group of alleged supporters of 

the Islamic State who managed to steal and transfer approximately 700,000 dollars to an 

account in Turkey. 

 The Islamic State attacks in Paris again demonstrated the need to thwart the organization’s 

online activities. In this framework, discussions were held in the EU with the objective of 

increasing cooperation and the transfer of information between countries in order to improve 

their ability to counter the organization’s activities in Europe. In this framework, it is reasonable 

to assume that EU countries will invest efforts in monitoring the discourse of activists online, as 
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was shown in Russia and demonstrated by the US announcement that it would increase its 

attacks against jihadist organizations in cyberspace in December 2015, without elaborating on 

the nature or characteristics of the attacks to be carried out in this arena. 

 During 2015, the use of ransomware expanded and garnered a lot of media exposure. Hundreds 

of thousands of users around the world fell victim to such malware and were forced to pay. The 

success of this pattern of operation encourages the development of ransomware for a wide 

range of computers, cellular devices and operating systems, including: Windows, Linux, osX 

(Macintosh) and the Android operating system used to run on mobile devices. During this 

period, several collaborations involving law enforcement agencies and information security 

companies were carried out in order to disrupt the activities of ransomware operators, and they 

even released a number of tools to help decrypt encrypted files. Nevertheless, it seems that the 

wide range of malware, coupled with the limited use of security programming, continues to 

make it difficult to reduce the magnitude of the phenomenon. 

 During the month of November, Islamic State activists copied the servers of the Isdarat Web 

site, which distributes the organization’s content, to the darknet.1 They distributed the onion 

address of the Web site on social networks, including Telegram and Twitter, and simultaneously 

distributed a link that operates via the Onion.link server (this server provides direct access to 

Web sites on the TOR network without having to install the software).  

                                                      

1
 https://krypt3ia.wordpress.com/2015/11/15/   

https://krypt3ia.wordpress.com/2015/11/15/
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Electronic Jihad 

Global jihad groups are increasingly venturing into cyberspace. Their use of the Internet for 

“typical” activities – communication, recruitment of operatives, fundraising, propagandizing, 

incitement to hatred and violence, intelligence gathering, and psychological warfare – is well-

established. In recent years, global jihad and other terrorist organizations have begun to use 

cyberspace as a battleground for what they call “electronic jihad”, attacking the enemy by 

sabotaging its online infrastructure, using the information available to them from the virtual world 

to cause mayhem in the real world, and developing their own defensive capabilities against cyber-

attack. Following is a selection of recent key acts of electronic jihad, and a brief overview of the key 

themes reflected in jihadist discourse and propaganda. 

 

Key Topics of Jihadist Discourse, October-December 2015 

Al-Qaeda 

Sheikh Ayman al-Zawahiri accused Iran and the Shi’ites of joining forces with the western powers 

fighting against the Sunnis with the intention of strengthening Shi’ite power and weakening that of 

the Sunnis in the region. According to him, Iran and the Shi’ite militias, such as the Houthis in 

Yemen, present a real danger to the personal security of the Sunnis and, therefore, Muslims must 

support the mujahideen in any way possible in order to halt the trend of increasing Shi’ite power 

and thwart their plot to weaken the Sunnis. 

Meanwhile, the leaders of Al-Qaeda and its branches, including Sheikh Hussam ‘Abd al-Rauf, swore 

allegiance to Akhtar Mansoor, the new leader of the Taliban movement in Afghanistan and the 

Islamic Emirate of Afghanistan. 

 

The Rift between Al-Qaeda and the Islamic State 

The rift between Al-Qaeda and the Islamic State was further revealed during October-December 

2015 and manifested in various ways. Sheikh Khalid Batarfi, a senior AQAP commander, rebuked 

the IS for its isolation, its zealous devotion to a false caliphate, and its unwillingness to cooperate 

with other jihadist organizations especially in light of Russia’s attacks in Syria. Sheikh Ayman al-

Zawahiri, the leader of Al-Qaeda, emphasized that the caliphate headed by Abu Bakr al-Baghdadi 

was established in sin as opposed to the way of the Prophet Mohammad and, therefore, oaths of 
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allegiance to the caliphate are not valid. According to him, his organization strives to establish a 

caliphate gradually and in a rational manner. 

In contrast, the IS continued its PR campaign against Al-Qaeda and its branches. For example, it 

called on jihad fighters in Yemen and Somalia to defect from Al-Qaeda, swear allegiance to the 

Islamic Caliphate led by Abu Bakr al-Baghdadi and join its ranks. 

 

Al-Qaeda in the Arabian Peninsula (AQAP) 

Sheikh Khalid bin Umar Batarfi, a senior AQAP commander, explicitly condemned the phenomenon 

of suicide attacks targeting mosques following a suicide attack that was carried out by as IS fighter 

at a Houthi mosque in Sana’a. According to him, this trend is unacceptable due to the presence of 

innocent Sunnis, babies and children in these mosques. The war against the Houthis, in his opinion, 

must be waged in military bases, and in houses and other places where Houthis reside. In addition, 

the organization threatened to carry out revenge attacks against the Saudi regime if it follows 

through on its intention to execute dozens of Al-Qaeda members imprisoned in Saudi jails. 

 

Al-Nusra Front 

Abu Mohammad al-Julani, the leader of Al-Nusra Front, criticized the Riyadh conference and the 

ceasefire with the Syrian regime, and called on his followers to hinder the agreement. According to 

him, the ceasefire was a plot to sabotage the efforts of jihadist factions in Syria to topple the Assad 

regime. 

 

Al-Qaeda in the Islamic Maghreb (AQIM) 

The leader of AQIM, Abd al-Malik Droukdel Abu Mus‘ab ‘Abd al-Wudud, announced that Al-

Mourabitoun, led by Sheikh Mukhtar BelMukhtar, was joining his organization. According to him, 

the merger was intended to maintain unity among the ranks and to prevent a schism between the 

mujahideen. Several senior officials in various Al-Qaeda branches blessed the merger and 

emphasized their loyalty to the Al-Qaeda parent organization. 

 

The Islamic State 

Abu Muhammad al-‘Adnani al-Shami, spokesman for the Islamic State, claimed that his organization 



 
Internat ional  Inst i tute for  Counter  Terror i sm ( ICT)  

Addi t ional  resources  are ava i lable on the ICT Websi te:  www. ict .org . i l  

 
 
7 

remains strong despite the war being waged by fighters on various fronts. In addition, he warned 

the Muslim rebel factions fighting against the organization to cease their hostility towards the IS 

and to accept the dictates of the Islamic Caliphate. 

 

Russian Involvement in Syria 

Russia’s involvement in the civil war in Syria and its support for the Assad regime generated a wave 

of comments criticizing Russia by jihadist factions in Syria. Abu Mohammad al-Julani, the leader of 

Al-Nusra Front, called on all jihadist factions in Syria to unite against the backdrop of this worrying 

development, and he asked the mujahideen in the Caucasus to attack targets within Russia. He also 

suggested offering a financial prize to anyone who brings the head of Bashar al-Assad and Hassan 

Nasrallah. A group of Salafi-jihadist religious scholars in Syria even issued a ruling requiring every 

Muslim to help in the fight against the Russians in Syria. IS fighters also launched a PR campaign on 

the issue. The Islamic State in the Sinai Peninsula even claimed responsibility for downing a Russian 

airliner in the Sinai Peninsula, and explained that it was a retaliatory act for Russia’s involvement in 

Syria. 

 

Terrorist Attacks in France 

The combined terrorist attack carried out by IS fighters in November 2015 in Paris provoked a wave 

of publications by the organization on the matter. In the framework of the orchestrated campaign, 

the organization described the attacks as an act of revenge for France’s attacks in Syria. Members 

of the organization vowed to carry out more attacks in Europe, especially in France, and called on 

Muslims living in the West to show initiative and carry out individual attacks. 

 

Responses to the Knife Attacks in Israel 

The knife attacks carried out by Palestinians against Jews in Israel provoked a wave of sympathy 

and solidarity among jihad activists. Al-Qaeda and the IS, for example, called on Palestinians to 

continue the knife attacks and called on Muslims to attack Jews around the world. Al-Shabab Al-

Mujahideen, Al-Qaeda’s branch in Somalia, and the Egyptian Al-Mourabitoun called on Muslims 

around the world to take initiative and act to liberate Al-Aqsa Mosque and other occupied territory 

in Palestine through armed jihad against Jews all around the world, whether they are civilians or 
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not. Sheikh Ayman al-Zawahiri, the leader of Al-Qaeda, emphasized that the knife attacks are a 

welcome phenomenon and that the liberation of Al-Aqsa Mosque is coming through Syria. Abu Bakr 

al-Baghdadi, the leader of the IS, threatened Israel that IS fighters were close to the State of Israel 

and would soon act against it. 

 

Jihadist Propaganda 

The months of October-December 2015 saw the continued trend of jihadist organizations’ use of 

encrypted software, such as Telegram. This application enables encrypted and secure 

communication between two users or between groups. Through this application, users exchange 

reports and files, including PDF documents, video files and audio files. Although the data traffic is 

encrypted and makes it difficult for security services to monitor and decrypt traffic between users, 

the information itself contained in groups and channels are visible and exposed to anyone who 

joins that channel. 

 A female jihad activist on Twitter called “The Martyr Safiyya”, published the contact details of 

the following media institutions that support the IS using the Telegram encryption software: 

Nashir, Sawt al-Jihad, Fursan al-Raf‘, Al-Wafa, Al-Battar, ‘Amak, Jihadist Designs, the Technology 

Library, Al-Munasirun and Dabiq.2 

 

 

 The jihadist media institution of Al-Qaeda, the Global Islamic Media Front, published an 

announcement about how to contact the institution using the Telegram encrypted messaging 

                                                      

2
 https://twitter.com/Safyia__22/status/651559848337887232 

https://twitter.com/Safyia__22/status/651559848337887232
https://twitter.com/Safyia__22/status/651559848337887232
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software.3 

 

The banner of the Global Islamic Media Front 

 

 The Islamic Emirate in Afghanistan published an announcement on social networks regarding 

the launch of publicity activities on its behalf on the Telegram encrypted chat software.4  

 

The banner of the Islamic Emirate of Afghanistan’s announcement regarding  
the launch of its publicity channel on Telegram 

 

 The Electronic Mujahideen Army announced on Twitter that it would be possible to contact the 

organization via the encrypted chat software, Telegram.5  

                                                      

3
 https://twitter.com/J_Eielamiya3/status/655242962314641409; https://telegram.me/GIMF_Channel   

4
 https://twitter.com/shariatmagazine/status/672481982765514752 

5
 https://twitter.com/alys60441/status/676531170969059329 

https://twitter.com/J_Eielamiya3/status/655242962314641409
https://twitter.com/J_Eielamiya3/status/655242962314641409
https://telegram.me/GIMF_Channel
https://twitter.com/shariatmagazine/status/672481982765514752
https://twitter.com/alys60441/status/676531170969059329
https://twitter.com/alys60441/status/676531170969059329
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 The Masadat Al-Ansar media group, which distributes materials related to jihad, announced the 

opening of a communication channel on the Telegram encrypted chat software.6 

 

 

 The IS launched a new application titled, “Amaq” for cellular phone devices with the Android 

operating system. “Amaq” is the Islamic State’s news agency that publishes news reports and 

videos related to IS activities.7
  

                                                      

6
 https://twitter.com/1_Ma_sdaa/status/670712418285277184 

7
 https://esdrat.subname.info/ 

https://twitter.com/1_Ma_sdaa/status/670712418285277184
https://twitter.com/1_Ma_sdaa/status/670712418285277184
https://esdrat.subname.info/
https://esdrat.subname.info/
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The banner of the Amaq application for Android devices 

 

 In another correspondence, a user named Safiya posted on Twitter the address of a group on 

Telegram called the “The Battalion Attacks Channel of the Invaders”. According to her, the 

group itself is designed to serve as a meeting space and concentration of support for supporters 

of the Islamic Caliphate in order to distribute the Caliphate’s publications in a focused and large-

scale manner.8 

 

 the “Battalion Attacks Channel of the Invaders” The banner of 

 

                                                      

8
 https://twitter.com/Safyia__22/status/651559848337887232 

https://twitter.com/Safyia__22/status/651559848337887232
https://twitter.com/Safyia__22/status/651559848337887232


 
Internat ional  Inst i tute for  Counter  Terror i sm ( ICT)  

Addi t ional  resources  are ava i lable on the ICT Websi te:  www. ict .org . i l  

 
 

02 

 The Palestinian Salaf-jihadist movement in the Gaza Strip continued its fundraising activities via 

an online Twitter campaign. According to the movement, the money raised will be channelled 

to the purchase of weapons to be directed against the Zionist enemy. The announcement 

invited users to contact the group via Twitter, Telegram or email, after which they will receive 

guidelines on making a donation.9
 

 

 

 

 IS supporters launched a network campaign titled, “Eye for an Eye: Spam Campaign Targeting 

the Accounts of Mercenaries”, in order to spread IS propaganda on Twitter in response to the 

systematic removal of IS accounts from Twitter. Campaign organizers suggested managing the 

campaign by distributing the organization’s propaganda materials to eight accounts that are not 

supportive of the organization each day, with assistance from the Telegram channel 

https://telegram.me/isis200. 

In addition, the IS published a ruling regarding the obligation of Muslims to help with the spam 

campaign if they are not fighting in the field, and to abide by the following instructions: support 

IS materials on Twitter by “retweeting”; open alternative Twitter accounts that are prepared to 

distribute IS materials if the Twitter accounts in support of the IS fall; spread the idea of the 

campaign; warn Muslims of the campaign being waged by the Twitter administration against IS 

accounts.10
 

                                                      

9
https://plus.google.com/photos/108647119352784694973/albums/6224420380144994513/622442038206088

3330?pid=6224420382060883330&oid=108647119352784694973 
10

 http://justpaste.it/ISI200 

https://telegram.me/isis200
https://plus.google.com/photos/108647119352784694973/albums/6224420380144994513/6224420382060883330?pid=6224420382060883330&oid=108647119352784694973
https://plus.google.com/photos/108647119352784694973/albums/6224420380144994513/6224420382060883330?pid=6224420382060883330&oid=108647119352784694973
http://justpaste.it/ISI200
http://justpaste.it/ISI200
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The banner of the “Eye for an Eye” campaign that was posted on Twitter 

 

 The Masadat al-Ansar media group launched a discourse on social networks titled, “The Illusion 

Conference” in which it called for opposition to the Saudi initiative to hold a conference in 

Riyadh for Syrian opposition organizations with the goal of finding an agreed-upon solution that 

will bring about peace in Syria.11
 

 

Ansar media group-The banner launched by the Masadat al 

 

Defensive Tactics 

Jihad activists continued to distribute software and applications to increase information security. 

These applications are mainly used to encrypt information on a device and/or to traffic information, 

maintaining anonymity of user activity on the Internet (including VPN use). In addition, jihadist 

organizations regularly distributed guidebooks explaining proper computer and Internet use: 

                                                      

11
 مؤتمرات_السراب# 
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 A jihad activist named Salim Khater published on social networks a guidebook on encrypting 

files on computers and mobile devices. For example, the writer recommended installing 

software called VeraCrypt.12 

 Jihad activists distributed a warning on the Khilafa News channel on Telegram against activities 

by the Anonymous group against the organization. For instance, they warned against clicking on 

unfamiliar links, using VPN to camouflage an IP address, chatting with unknown people on 

Telegram and making contact with private Twitter messages, and they advised using a different 

name on Twitter than one’s email address: 

 

 
A screenshot from Telegram 

 

 Another warning was published in the beginning of December by the Islamic Cyber Army (ICA) 

and the Caliphate Cyber Army (CCA). These guidelines were published following President 

Obama’s announcement that the US was going to increase its operations against the IS in the 

cyber arena. The new guidelines included a warning not to contact unknown people, not to use 

browsers like Chrome and Firefox, and more: 

                                                      

12
 https://justpaste.it/VMTor  

https://justpaste.it/VMTor
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A screenshot from Telegram 

 

Review of Organizational Activities 

During this period, Islamic State members and supporters continued to attack Web sites and social 

networks, and to leak information. It seems that more players were working under the Islamic State 

and cooperating with the organization by sharing and transmitting information, such as attack 

techniques, and by engaging in the joint planning and execution of cyber-attacks. Efforts continued 

to locate and leak information about security and government officials as part of the threats and 

psychological warfare being waged by the organization. In addition, an incident was noted in which 

the Delhi police in India arrested a group of alleged supporters of the Islamic State who managed to 
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steal and transfer approximately 700,000 dollars to an account in Turkey. 

 

Islamic States Affiliates 

During the second half of 2015, several hackers united under an organized network called the 

Islamic State Army. Among the hackers included in the network were the Cyber Caliphate, HaCkeR 

AldMar, ENG ISIS, Dr. ISIS and Isis Lion. It is possible that some of these names belong to a group 

and not only to one individual. As was previously claimed, Cyber Caliphate was the name of a group 

that operated under the leadership of Junaid Hussain, a British-Pakistani hacker who joined the IS 

and was killed in a US air strike in August 2015.13 

The new collaboration between various hackers increases the threat to the West, and most of the 

attacks that took place during this period involved defacing Web sites and leaking information, 

including the details of government officials and security forces. In addition, several video were 

viewed that were published with the goal of threatening the West. The following images were 

taken from Twitter and display the names of the hackers who are associated with the organization’s 

activities: 

                                                      

13
 Additional details can be found in Cyber Report no. 14:  http://www.ict.org.il/Article/1619/Cyber-Desk-

Review-Report-14 

http://www.ict.org.il/Article/1619/Cyber-Desk-Review-Report-14
http://www.ict.org.il/Article/1619/Cyber-Desk-Review-Report-14
http://www.ict.org.il/Article/1619/Cyber-Desk-Review-Report-14
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erScreenshot from Twitt 

 
 

 In December, Cyber Caliphate accessed and leaked the personal data of 160 military officials 

in France14
 and the United States15 in retaliation for Anonymous’ campaign against the IS. 

The leak included full names, addresses, phone numbers and emails, and the group claimed 

to be in possession of an additional 700 personal details that were yet to be revealed. The 

Islamic Cyber Army is affiliated with the IS and called Anonymous “idiots” for previously 

defacing the official Islamic State Web site. This hack reflected the ongoing online war 

                                                      

14
 https://twitter.com/bcyberback/status/676137051415162880  

15
 https://twitter.com/bcyberback/status/676133216265220096  

https://twitter.com/bcyberback/status/676137051415162880
https://twitter.com/bcyberback/status/676137051415162880
https://twitter.com/bcyberback/status/676133216265220096
https://twitter.com/bcyberback/status/676133216265220096
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between Anonymous and the IS.16 

 

 

Screenshots from Twitter 

 

 In December, it was reported that several suspects in India had embezzled 700,000-900,000 

dollars and transferred it to IS supporters. They had managed to transfer the funds, which 

were designated for a company, which provides humanitarian aid to Syria and to refugees in 

various countries, to accounts in Turkey with suspected ties to IS supporters. This incident 

was regarded to be the biggest case of fraud in Delhi during 2015, and it is likely that it was 

carried out using email scams.17 

 In December 2015, the Electronic Caliphate Army claimed responsibility for defacing Saudi 

Web sites, including that of the Ministry of Electricity and Water.18 

 

Islamic State Supporters 

During this period, we continued to see acts by individual hackers and hacker groups that support 

the IS and released announcements claiming responsibility for breaches of Web sites and accounts 

on social networks belonging to companies and official institutions of countries around the world. 

These message were meant to scare the public and threatened continued cyber-attacks, but most 

of them did not present a real danger and were only part of psychological warfare. The following is 

                                                      

16
 https://www.hackread.com/isis-military-data-against-anonymous-isis-trolling-day/  

17
 You can read more about email scams in Cyber Report no. 14: http://www.ict.org.il/Article/1619/Cyber-

Desk-Review-Report-14  
18

 https://twitter.com/bcyberback/status/676138721461207040 

https://www.hackread.com/isis-military-data-against-anonymous-isis-trolling-day/
http://www.ict.org.il/Article/1619/Cyber-Desk-Review-Report-14
http://www.ict.org.il/Article/1619/Cyber-Desk-Review-Report-14
https://twitter.com/bcyberback/status/676138721461207040
https://twitter.com/bcyberback/status/676138721461207040
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a review of selected events: 

 

Team System DZ  

Team System DZ is a pro-IS hacktivist collective that also supports a free Palestine. Algerian Team 

System DZ defaces over six Web sites a day. It hacks insufficiently secured hosting providers, 

allowing them to breach a variety of Web sites.19 

 On November 22, Team System DZ hacked and defaced three Richland County, Wisconsin Web 

sites. “Hacked by Team System Dz” appeared on the top of each Web site, along with an Arabic 

song. A message in support of the IS was also left: #OpUSA | Id | il |Ru | Fr | I love you Islamic 

State and Jihad Islamic State remain and expand, God willing, We will restore the dignity of 

Muslims Glory will return to Islam. The dispute will return to outdated. Be prepared.” It was 

unclear whether or not Team System DZ gained access to sensitive data, as well as how the Web 

sites were accessed.20 

Moroccan Islamic Union  

Moroccan Islamic Union is an Islamist version of the Anonymous hacking group. It is an anti-

Israel, anti-Western collective and has targeted Jewish Web sites in the United States, as well as 

military Web sites in the United States and elsewhere in the Western world. Moroccan Islamic 

Union has also hacked countries in the Middle East, claiming to “defend Islam and fight injustice 

all over the world by defacing Web sites.”21 Its only activities are defacements.  

 On October 7, hackers from Moroccan Islamic Union-Mail defaced the official Web site of the 

Massachusetts Maritime Academy with an image of a soldier’s grave, along with a message 

written in Arabic. Roughly, the translation read: “Iraq cemetery. America, hello to you in death 

that awaits you at the hands of the Mujahidin in Iraq. Signed by: Moroccan Islamic Union-Mail.” 

There was no information, records, or data stolen in the hack, but once the university restored 

the Web site, Moroccan Islamic Union-Mail hacked it again. The Department of Homeland 
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Security was contacted as a precaution.22 

Fallaga Team  

Fallaga Team is a Tunisian Islamist hacktivist collective that has hacked French, Tunisian, and 

Israeli Web sites in the past. The collective is active on social media and has thousands of 

followers, and according to a public statement, the group is specifically opposed to secularism 

and atheism, and shares ideals with the Islamic State.  Fallaga Team largely defaces Web sites.23 

 On October 24, Fallaga Team defaced the Web site of the Film Federation of India. The 

messages read, in part: “Stop killing Burmese Muslims. We are Tunisian Muslims. Your crime is 

something we don't forgive. Islam is the true religion. Respect existence or expect resistance. 

We are Fallaga. We are Tunisian Muslims and we love peace…if you provoke us be ready to our 

reaction. Islam is the true religion.” There was also a series of photographs left on the Web site, 

depicting burnt bodies, likely of the Muslims killed in Myanmar.24 

 On November 11, Fallaga Team hacked and defaced the Web site of Europe’s largest Jewish 

school. The Web site of JFS in North London was defaced with the following message, in part: 

“You made the terrorism and you occupy our country. So when we defend our self we called by 

terrorist?” The message appeared to call for an end to Islamophobia and aggression towards 

Muslims. There was no indication given as to how long the page remained defaced.25 

Unnamed pro-Palestinian activists 

 On November 3, unnamed pro-Palestinian activists hacked Israeli newspaper Ha’aretz’s Twitter 

account. Of the hundreds of Hebrew and Arabic tweets the hackers posted, one of them read: 

“Our martyrs’ mothers will drink your soldier’s blood.” The hack took place on the 100th 

anniversary of the Balfour Declaration, and another tweet regarded the Declaration: “The 

holocaust of the Balfour Declaration will continue the knife intifada.” Along with these tweets, 

the hackers also posted several images, including photos of a wounded Israeli, ex-Israeli leaders, 
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James Balfour…all covered in blood and wearing devil horns. The Twitter account was restored 

shortly after the incident.26 

Syrian Electronic Army  

Syrian Electronic Army (SEA) was launched in May 2011 and is a hacktivist collective that 

staunchly supports Syrian President Bashar al-Assad. It claims to be a group of young people 

seeking to fight back against those who are hostile to Syria. It targets Web sites throughout the 

Middle East and Europe, as well as United States defense contractors. SEA’s activities can be 

divided into three key areas: defacement hacks against Syrian opposition Web sites, defacements 

against Western Web sites, and spamming Facebook pages with pro-Assad commentary.27 

 On October 2, Syrian Electronic Army hacked UNICEF’s Twitter account to share news of the car 

bombing and suicide bombing in Homs, Syria (Ikrema), which killed 49 children.28 Tweeting as 

UNICEF, SEA managed to publish a total of six tweets: three in English and three in Arabic, each 

version saying the same thing. The tweets read: “Location: Homs – ikrema-Ikrema Al khozaimi 

school, Time: Wednesday, 10/01/2014 afternoon. Event: moderate opposition implemented 

process quality and kills 49 children who did not exceed the age of 12 years, after targeting 

elementary school, followed by a car bomb and then detonate a second by a suicide bomber 

wearing a belt with explosives.” Additionally, UNICEF’s cover photo was changed to an image 

displaying school children in Syria. The UNICEF Twitter administrator swiftly deleted the tweets. 

A spokesperson from SEA explained the hack was executed to let the world know what 

happened and just how many innocent children were killed. The collective did not share just 

how they hacked into the account, but a phishing attack was suspected.  

Anonymous  

Anonymous targets governments throughout the United States, Israel, Europe, and even as far 

east as India. The collective’s main activities are denial of service attacks, defacements, and the 

theft and dumping of sensitive information. The collective has several affiliate groups that 

operate against governments, regimes and terrorist organizations, such as the Islamic State. 
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Those operations include Web sites defacements, network disruption, and information leaks.  

 On October 7, Anonymous defaced several Chinese Government Web sites and threatened to 

leak data from other government sites. The collective hacked the Web sites in solidarity with 

#OpHK and the protesters in Hong Kong fighting for democracy. One of the defaced Web sites 

read: “We are here to fight against Censorships, Corruptions, Government and against those 

things that obstruct humans rights. We encountered some problems and issues that we don't 

want the countries or world want. We are here to help you create a better world. People, we 

tell you that you are not alone! This is Kyfx and I am one of the anonymous follower. Peace will 

not be silenced by fear. We are here to expect more.” Anonymous was just one of many 

hacktivist collectives that supported the protesters of Hong Kong.29 

On October 12, Anonymous released data from Chinese Government Web sites in support of 

the pro-democracy protests in Hong Kong. Hundreds of phone numbers and email addresses 

from the Ningbo Free Trade Zone in Zhejiang Province and a job-search site were leaked.  

Anonymous initiated the hack shortly after the government denounced the group’s threat of 

cyber-attacks.30 The collective said it was fulfilling promises to fight alongside the citizens of 

Hong Kong.  

On October 23, Anonymous hacked the Web site of Thailand’s state owned CAT Telecom Pcl 

and leaked data stolen from the company Web site. Information from thousands of customer 

accounts was stolen in the name of #OpSingleGateway, an operation launched to express 

disagreement with the Thai Government’s plan to “control internet traffic via implementing a 

single gateway.”31 Anonymous, among others, was critical of the government’s plan because it 

viewed the plan as another way for authorities to exercise excessive control over citizens’ 

actions that the government might deem “inappropriate.”  

 On October 24, Anonymous R4BIA took down several Egyptian Government Web sites in a 

massive coordinated hack. The Egyptian President’s official Web site, the Cabinet Decision 

Support Center Web site, the Ministry of Tourism Web site, the Ministry of Planning Web site, 
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the Supreme Council of Press Web site, the Center for Information and Decision Support Web 

site, the Egypt Information Portal, the Egyptian Observatory Web site, and the National 

Planning Institute Web site were among the hacked sites.  Each Web site appeared to have only 

been down for a few minutes, and there was no significant damage done to the systems. The 

attacks were carried out in solidarity with protesters killed in Egypt in August 2013, as well as in 

protest against alleged human rights abuses in the country.32 

 On October 25, the Lebanese branch of Anonymous defaced several Lebanese Government 

Web sites.  Part of the message read: “Hacked. We will continue hacking, we will never stop 

this. To send a message to our stupid Lebanese go. You must leave us alone, stop stealing us. 

We will never end this war. Goodbye.”33 The collective also posted a video to YouTube 

concerning a trash crisis, human rights abuses, government deceit, and censorship in Lebanon 

on the same day as part of the hack.34 

 On November 17, Anonymous took down 5,500 pro-ISIS twitter accounts in the name of 

#OpParis. The group tweeted, “We report that more than 5,000 twitter accounts of #ISIS are 

now #down! #OpParis #Anonymous #ExpectUs.” This hack came on the heels of the Islamic 

State perpetuated multi-pronged attacks in Paris that killed hundreds on November 1, 2015.35 

 On November 20, Anonymous hacked the Web site of Japan’s Health, Labor and Welfare 

Ministry and took the site down with a DDoS attack. The collective disabled the Web site by 

flooding it with enough data to crash the servers. The Japanese Government was unaware of 

the motives behind the hack.36 

 On November 25, Ghost Sec, an affiliate of Anonymous, hacked and shut down an IS forum 

called Isdarat. Isdarat had appeared on the dark web only one-week prior. The hack involved 

spamming the site with ads for Prozac and Viagra, as well as messaged reading: “Too much ISIS. 

Enhance your calm. Too many people are into this ISIS-stuff. Please gaze upon this lovely ad so 
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we can upgrade our infrastructure to give you ISIS content you all so desperately crave.”37 ISIS-

supporters have been forced to move their interactions to the dark web, as hacktivist collectives 

such as Anonymous have crowd sourced their cyber war on Twitter.38 

 On December 2, Anonymous hacked the official web site of the United Nations Framework 

Convention on Climate Change and dumped the personal information of about 1415 officials. 

Names, usernames, organization names, emails, email addresses, and encrypted and 

unencrypted passwords were among the data that were stolen and dumped. The reason behind 

the hack was to protest against the climate change conference.39 

 On December 9, Anonymous hacked Donald Trump’s Web site for his trademark New York City 

skyscraper in a DDoS attack. The hack came in response to Trump’s plan to halt the immigration 

of Muslims into the United States. Anonymous said, “This policy is going to have a huge impact. 

This is what ISIS wants. The more Muslims feel sad, the more ISIS feels they can recruit 

them…you have been warned, Mr. Donald Trump.” This hack came as a larger part of 

Anonymous’ campaign #OpTrump.40 

 On December 24, Anonymous conducted a wave of DDoS attacks against Turkey and Turkish 

banks, accusing the government of supporting the IS. The cyber campaign lasted two weeks and 

“scores of financial and state-run sites were experiencing distributed denial of service attacks, 

resulting in crippling of transactions.”41 In a video released by Anonymous explaining the 

motivation behind the campaign, it said, “Dear government of Turkey, if you don’t stop 

supporting ISIS, we will continue attacking your Internet, your root DNS, your banks and take 

your government sites down. After the root DNS we will start to hit your airports, military assets 

and private state connections. We will destroy your critical banking infrastructure.” This was not 

the first time that Anonymous targeted Turkey. 

Cyber-Crime and Cyber-Terrorism, October-December 2015 
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Recent years have seen an increasing number of cyber-attacks on political targets, critical 

infrastructure, and the Web sites of commercial corporations. These attacks, which are also 

receiving increasing amounts of international attention, are perpetrated by states (which do not 

take responsibility for them), groups of hackers (such as Anonymous), criminal organizations and 

lone hackers. We believe that terrorist organizations are working in close collaboration with 

criminal organizations, are learning from their attempts [at cyber-crime], and may even be hiring 

their services. In light of this, it is important to examine and analyze cyber-crimes attributed to 

criminal organizations, as well as new development trends and patterns. The following information 

was culled from the visible (OSINT) and invisible (“Dark Web”)42 Internet between October - 

December 2015. 

 

Counter-Terrorism Activities 

The Islamic State attacks in Paris again demonstrated the need to thwart the organization’s online 

activities. In this framework, discussions were held in the EU with the objective of increasing 

cooperation and the transfer of information between countries in order to improve the ability to 

counter the organization’s activities in Europe. In this framework, it is reasonable to assume that EU 

countries will invest effort in monitoring the discourse of activists online, as was shown in Russia 

and demonstrated by the US announcement that it would increase its attacks against jihadist 

organizations in cyberspace in December 2015, without elaborating on the nature or characteristics 

of the attacks to be carried out in this arena. 

 Russia reported that in the beginning of 2016, it would make use of the Demon Laplace 

(version 2.4) information monitoring software on social networks. According to the report, 

the software will help locate activists and supporters of the IS on social networks, such as 

Facebook, Twitter and VKontake, while focusing on those working to recruit supporters.43 

During May 2015, the software (version 2.0) was published as a tool designed to detect and 

prevent mass protests that are organized on social networks. In addition, the software is 
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meant to predict future scenarios based on content analysis of the discourse among visitors 

to these networks and the amount of repetition of the same content.44 

 

 

A screenshot of version 2.0 of the system that was presented in May 2015 

 

It can be seen that the advanced version (2.4) of the software, which was presented in 

October 2015, was altered and adapted for the operational need to locate terrorist 

operatives on social networks. According to the publications, the software’s method of 

operation is as follows: In the first stage, the software will detect and map suspicious 

accounts on social networks. These accounts will then undergo examination by Arabic-

speaking analysts specializing in Islam who will review the publications in order to 

determine if there is a need for further follow-up and investigation. In the next stage, they 

will work in various ways to penetrate the account in order to obtain as much information 

as possible, such as personal correspondence, publications, contacts, etc. In addition, they 

will track future publications and activities on the account.45 The investigators will look for 

signs indicating recruitment, such as erroneous interpretations of Quran versus, and a 

general linguistic analysis will be conducted by experts. Nevertheless, other experts 
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maintain that the investigators should not focus on building a profile of recruits, but rather 

should focus on potential victims while attempting to understand what makes a person 

suitable for recruitment to the ranks of the organization, thereby preventing him from 

joining. 

 

 

2.4 of the system, which was adapted to detect terrorist operatives  A screenshot of version 
and presented in October 2015 

In the beginning of January 2016, a video was published explaining the advanced version of 

the software (2.6).46 The video included a demonstration of the software’s capabilities in 

tracking and analyzing the content of discourse on social networks, with emphasis on 

preventing riots and demonstrations and potentially finding accounts relating to terrorist 

activity. The following is an excerpt from the video: 

Demon Laplace is a new software designed to predict protest activity and provide an analysis 

of the political situation on social networks. Demon Laplace provides a statistical analysis of 

profiles on the four most popular social networks in Russia (Facebook, VKontakte, 
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LiveJournal and Twitter). All of the information collected is stored in information databases 

for the investigators and then they can open and process the material. The information can 

be seen on two algorithms: the first focuses on widespread political protests on a federal 

scale and warns of protests 30 days in advance, and the second focuses on regional political 

protests and sends an alert 1-3 days in advance in order to prevent violence and pogroms. 

The software operates 24/7 and gathers statistical information about people on social 

networks. The software collects information about profiles on social networks that have a 

connection to radical opposition groups known to initiate protests, such as the protest of the 

Ukrainian right. Demon Laplace alerts to active profiles that present a threat of protest, and 

analysts receive updates 24/7 about the profile via email and SMS in order to eradicate the 

threat and deal with the problem. Demon Laplace finds these people or profiles on social 

networks via certain words that people post. In addition, Demon Laplace can locate where a 

person lives and all necessary details about him in order to prevent radical activities. In 

addition, Demon Laplace located the topics most discussed in groups, the author, the most 

common respondents, the major distributors and even the leader of the group. 

 

A screenshot from the video explaining version 2.6 
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 In October, after the terrorist attack in Paris, discussions were held in the EU aimed at 

increasing counter-terrorism operations. In the framework of these discussions, the need to 

increase cooperation between countries was raised, as well as the need to increase 

monitoring of terrorist financing through anonymous electronic means, such as bitcoin.47 In 

December, the French media reported a proposal according to which French authorities 

would increase monitoring of terrorist financing in the country by installing surveillance on 

rented vehicles, keeping records of telephone calls for two years,48 and blocking public WiFi 

and the use of TOR software,49 among other things. Nevertheless, French Prime Minister 

Manuel Valls announced that there would be no such blockage of Internet networks.50 

 As part of the NATO Industry Cyber Partnership (NICP) agreement, an agreement was signed 

in December to transfer information through the company, Symantec.51 Like other 

agreements, this one emphasized the need for cooperation between civil organizations that, 

in certain cases, possess a great deal of information that could help in the analysis and 

prevention of cyber-attacks. 

 In December, it was published52 that the US Army Cyber Command had developed malware 

capable of disrupting the organization’s activities, especially propaganda and recruitment. 

However, intelligence agencies and the FBI claimed that the closure of communication 

channels was liable to hamper intelligence gathering capabilities as well as the activities of 

opposition groups and humanitarian organizations. As mentioned above, activists in the 

organization addressed the government’s statements and published guidelines on 

enhancing information security and maintaining online activities.  

 On December 24, it was published that the government of India intended to establish a war 

room for monitoring social networks 24 hours a day as part of its war against the Islamic 

State’s online activities, in various regional Indian and Asian languages besides Hindi and 

English. For this purpose, the government decided on December 15, 2015 to establish a 
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http://www.lemonde.fr/attaques-a-paris/article/2015/12/05/la-liste-musclee-des-envies-des-policiers_4825245_4809495.html
http://www.lemonde.fr/attaques-a-paris/article/2015/12/05/la-liste-musclee-des-envies-des-policiers_4825245_4809495.html
https://www.ncia.nato.int/NewsRoom/Pages/151211_NATO-builds-cyber-alliances.aspx
http://www.latimes.com/world/la-fg-cyber-isis-20151220-story.html


 
Internat ional  Inst i tute for  Counter  Terror i sm ( ICT)  

Addi t ional  resources  are ava i lable on the ICT Websi te:  www. ict .org . i l  

 
 

31 

committee to examine the possibility of creating a multi-wing center for analyzing social 

networks around the clock, and to prepare a work plan for establishing such a war room. 

The committee will be headed by Ashtok Prasad, the Homeland Security Secretary in the 

Ministry of the Interior, and will be composed of representatives from government 

ministries and intelligence agencies. It was also revealed that the government’s intention to 

establish an inter-ministerial body for monitoring social media was published as early as 

August. The purpose of the body would be to detect online propaganda and recruitment 

activity for the IS, and to deal with domestic developments that have the potential to 

“disrupt public order”, such as communal clashes following messages of hate posted on 

social networks. It also stated that there are approximately 30,000 Twitter accounts, forum 

users and Internet sites, and little can be done to fully monitor them in real time. In this 

framework, the country is working not only to shut down the relevant sites but also to 

remove such content from social networks, such as Twitter and Facebook. Intelligence 

officials maintained that 23 Indians have joined the IS to date, and that others were arrested 

before leaving the country to go to Syria. Six of them were killed, two returned and 15 still 

serve as members of the organization. Many of them are in contact with the Indian 

operatives who do recruiting for the organization, some of whom operate in the country 

and some in the Gulf. 

 

A Boost to EU Counter-Terrorism Capabilities and Law  

 Following the terrorist attacks in Paris on November 13, 2015, additional impetus was given 

to the establishment of the Europol’s European Counter Terrorism Centre (ECTC), as 

envisioned in the European Agenda
53

 on Security put forward by the European Commission 

in April 2015. In a November 20 meeting of the European Council on Counter-Terrorism the 

decision
54

 was made to step up the launch of the ECTC under Europol auspices, to serve as a 

central hub for information-sharing and operational enforcement: 

 Europol will launch the European Counter Terrorist Centre (ECTC) on 1 January 2016 

                                                      

53
 http://ec.europa.eu/dgs/home-affairs/e-library/documents/basic-

documents/docs/eu_agenda_on_security_en.pdf  
54

 http://www.consilium.europa.eu/en/press/press-releases/2015/11/20-jha-conclusions-counter-terrorism/  

http://ec.europa.eu/dgs/home-affairs/e-library/documents/basic-documents/docs/eu_agenda_on_security_en.pdf
http://ec.europa.eu/dgs/home-affairs/e-library/documents/basic-documents/docs/eu_agenda_on_security_en.pdf
http://ec.europa.eu/dgs/home-affairs/e-library/documents/basic-documents/docs/eu_agenda_on_security_en.pdf
http://www.consilium.europa.eu/en/press/press-releases/2015/11/20-jha-conclusions-counter-terrorism/?utm_source=dsms-auto&utm_medium=email&utm_campaign=Conclusions%20of%20the%20Council%20of%20the%20EU%20and%20of%20the%20Member%20States%20meeting%20within%20the%20Council%20on%20Counter-Terrorism
http://www.consilium.europa.eu/en/press/press-releases/2015/11/20-jha-conclusions-counter-terrorism/?utm_source=dsms-auto&utm_medium=email&utm_campaign=Conclusions%20of%20the%20Council%20of%20the%20EU%20and%20of%20the%20Member%20States%20meeting%20within%20the%20Council%20on%20Counter-Terrorism
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as a platform by which Member States can increase information sharing and 

operational cooperation with regard to the monitoring and investigation of 

foreign terrorist fighters, the trafficking of illegal firearms and terrorist 

financing. (emphasis added) 

 Beyond its overall mandate, the Centre is responsible for several anti-terrorist initiatives, 

including (a) Europol’s Focal Point Travellers regarding foreign terrorist fighters and 

recruitment networks, (b) the Terrorist Financing Tracking Programme run by the EU and the 

US, (c) FIU.NET, which supports Financial Intelligence Units in Europol-participating 

countries and (c) existing Europol authority in related areas, such as firearms and explosive 

devices. Europol’s Internet Referral Unit
55

, established in July 2015, will also be part of the 

Centre, focusing on reducing terrorist use of the internet via social media and propaganda 

sites.  

 The European Parliament’s new regulation on Europol’s authorities, agreed upon in principle 

in November 2015 and  issued
56

 in May of 2016, provides a legal basis for ECTC’s direct 

cooperation with private entities such as internet service providers, while ensuring the 

oversight of privacy and other rights in conformity with EU law.  Described by a leading 

minister as a “powerful legislative tool”
57

, the ECTC will be able to speed up the removal of 

terrorist propaganda or other terrorist-run web pages through such direct enforcement action.  

 

Ransomware 

During 2015, ransomware garnered a great deal of media exposure and struck hundreds of 

                                                      

55
 https://www.europol.europa.eu/content/europol%E2%80%99s-internet-referral-unit-combat-terrorist-and-

violent-extremist-propaganda  
56

 https://www.europol.europa.eu/content/european-parliament-adopts-new-regulation-europol  
57

 http://www.europarl.europa.eu/news/en/news-room/20160504IPR25747/Police-cooperation-MEPs-

approve-new-powers-for-Europol-to-fight-terrorism  

https://www.europol.europa.eu/content/europol%E2%80%99s-internet-referral-unit-combat-terrorist-and-violent-extremist-propaganda
https://www.europol.europa.eu/content/europol%E2%80%99s-internet-referral-unit-combat-terrorist-and-violent-extremist-propaganda
https://www.europol.europa.eu/content/europol%E2%80%99s-internet-referral-unit-combat-terrorist-and-violent-extremist-propaganda
https://www.europol.europa.eu/content/european-parliament-adopts-new-regulation-europol
https://www.europol.europa.eu/content/european-parliament-adopts-new-regulation-europol
http://www.europarl.europa.eu/news/en/news-room/20160504IPR25747/Police-cooperation-MEPs-approve-new-powers-for-Europol-to-fight-terrorism
http://www.europarl.europa.eu/news/en/news-room/20160504IPR25747/Police-cooperation-MEPs-approve-new-powers-for-Europol-to-fight-terrorism
http://www.europarl.europa.eu/news/en/news-room/20160504IPR25747/Police-cooperation-MEPs-approve-new-powers-for-Europol-to-fight-terrorism
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thousands of users around the world. During the year, ransomware was created for a wide range of 

devices and operating systems, including computers that run on Windows, Linux and Macintosh, 

and mobile devices, especially those that run on the Android operating system. Despite the fact 

that various infection methods can be identified, including via email or SMS, there were also cases 

in which the malware was spread via a Web site that was infected by the attacker. In addition, 

there were targeted attacks against quality targets, such as law firms and hospitals, where 

immediate action is important, in which it is assumed that the attacker believed the chances of 

successfully receiving a ransom were higher. It should be noted that in these cases, the amount of 

the ransom was higher than in other cases, where the amount was several hundred dollars, since 

the payment was made in virtual currency, namely bitcoin. During the year, several collaborations 

took place between information security companies and law enforcement agencies with the goal of 

neutralizing servers that operated ransomware and creating a tool to decrypt encrypted files. 

Nevertheless, in October a senior FBI official claimed that in the case of a successful infection, it is 

advised to pay the ransom in order to save the files.58 

 In the beginning of October, according to a report published by Cisco, a group that made 

extensive use of ransomware, including the Angler Exploit Kit, spread the malware among 

90,000 users per day and collected approximately 30 million dollars in ransom payments.59 

 At the end of October, Kaspersky Labs – in collaboration with law enforcement authorities – 

managed to take control of the CoinVault and Bitcryptor ransomware servers and obtain 

approximately 14,000 encryption keys. As part of its preventative activities, the company 

released a tool to decrypt the files that were encrypted but this tool will only help some of 

the victims.60 

 In the beginning of November, there were reports of a ransomware named Chimera,61 

which was spread disguised as a file containing resumes. In addition to encrypting computer 

files, the malware also threatened the users that if they did not pay the ransom (amounting 

to approximately 600 Euros), then the attacker would leak and publish personal files found 

on the computer. 
                                                      

58
 https://securityledger.com/2015/10/fbis-advice-on-cryptolocker-just-pay-the-ransom/   

59
 http://blogs.cisco.com/security/talos/angler-exposed 

60
 https://noransom.kaspersky.com/   

61
 https://blog.botfrei.de/2015/11/chimera-ransomware-focuses-on-business-computers/   

https://securityledger.com/2015/10/fbis-advice-on-cryptolocker-just-pay-the-ransom/
http://blogs.cisco.com/security/talos/angler-exposed
http://blogs.cisco.com/security/talos/angler-exposed
https://noransom.kaspersky.com/
https://blog.botfrei.de/2015/11/chimera-ransomware-focuses-on-business-computers/
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 In November, a comprehensive report was published by the CYBER THREAT ALLIANCE,62 

which analyzed CryptoWall 3.9 ransomware activities during 2015. An analysis of 

approximately 70,000 attacks showed that most of them were carried out in combination 

with phishing attacks, over 40,000 examples of malware were found, and over 400,000 

infection attempts were documented with damage estimated at 325 million dollars. In 

addition, a new version of this malware (CryptoWall 4.0) was released in November.63 In 

addition to encrypting files, the new version also altered the names of the files in a random 

manner, making it difficult to know which files were infected and encrypted, thereby making 

it hard to restore. 

 During November, a ransomware that earned the names DecryptorMax and CryptInfinite 

was released.64 This malware demanded payment through the transfer of payment 

vouchers, PayPal or MyCash, which can be purchased in stores to an email address. The 

Emisoft company, which examined the malware, developed a tool that uses brute force in 

order to locate the encryption key. 

 At the end of November, a group of hackers from Afghanistan called FAKBEN65 advertised a 

service to create ransomware that can be purchased from a site on the darknet. According 

to the developers, this malware was tested and works on most versions of Windows. The 

malware costs between 30-50 dollars, depending on the version, and the developers take a 

10% commission of each payment received from the victims of the malware. Like with other 

malware, the payment is made using bitcoin.66 

 

Darknet 

During the month of November, Islamic State activists copied the servers of the Isdarat Web site, 

which distributes the organization’s content, to the darknet.67 They distributed the onion address of 

the Web site on social networks, including Telegram and Twitter, and simultaneously distributed a 

                                                      

62
 http://cyberthreatalliance.org/cryptowall-report.pdf  

63
http://www.bleepingcomputer.com/news/security/cryptowall-4-0-released-with-new-features-such-as-

encrypted-file-names/  
64

http://www.bleepingcomputer.com/news/security/cryptinfinite-or-decryptormax-ransomware-decrypted/  
65

 http://offensivecommunity.net/member.php?action=profile&uid=21742 
66

 http://offensivecommunity.net/archive/index.php?thread-4763.html  
67

 https://krypt3ia.wordpress.com/2015/11/15/   

http://cyberthreatalliance.org/cryptowall-report.pdf
http://www.bleepingcomputer.com/news/security/cryptowall-4-0-released-with-new-features-such-as-encrypted-file-names/
http://www.bleepingcomputer.com/news/security/cryptowall-4-0-released-with-new-features-such-as-encrypted-file-names/
http://www.bleepingcomputer.com/news/security/cryptinfinite-or-decryptormax-ransomware-decrypted/
http://offensivecommunity.net/member.php?action=profile&uid=21742
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link that operates via the Onion.link server (this server provides direct access to Web sites on the 

TOR network without having to install the software). This example comes on the heel of cases in 

which the organization used the darknet’s Hidden Services option in order to conceal and preserve 

the anonymity of the host server. It should be noted that the site was removed from the network 

after several days when Ghost Security operatives claimed responsibility for the incident.68 

 

 

A screenshot from Twitter 

 

Case Study – Visual Aspects of Online Palestinian Activity during Al-Quds Intifada  

Each newsletter issued by the ICT’s cyber-desk will discuss in greater detail a recent incident of 

cyber-attack. This case study will analyze the visual aspects of post on social media during the wave 

of terror attacks in Israel stated in October 2015.69 

The Internet and social networks serve as a platform for spreading ideas, reporting incidents, and 

creating virtual and physical events - by anyone at any time and from almost any device - for the 

purpose of political, consumer, social and gender protests as was seen during the “Arab Spring” as 

well as during events such as “Lebanon’s Garbage Revolt”.  

Nevertheless, various terrorist organizations also know how to use the technology in order to 

execute physical terrorist attacks, by spreading the message and ideology, calling for violent attacks 

and encouraging terrorist acts, and documenting them in the virtual arena while exploiting the viral, 

immediate nature of social networks. 

Al-Quds Intifada, which officially began on October 1, 2015 according to Palestinian sources, 

garnered immediate reactions online – as in previous clashes – by Hamas officials, leader, media 

institutions and supporters. 

                                                      

68
 http://www.mirror.co.uk/news/world-news/hackers-destroy-isis-dark-net-6895943 

69
 This case study was written by Dr. Tal Pavel. 

http://middleeasternet.com/?p=575681
http://middleeasternet.com/?p=576113
http://www.mirror.co.uk/news/world-news/hackers-destroy-isis-dark-net-6895943
http://www.mirror.co.uk/news/world-news/hackers-destroy-isis-dark-net-6895943
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During the first two months of this Intifada, I monitored dozens of such Twitter accounts, from 

which I downloaded approximately 5,500 photos, posters, caricatures and various announcements. 

An examination of the rich visual material enabled an immediate and direct examination unlimited 

by a language barrier.  

An examination of the photos revealed a host of messages directed at various audiences, including 

residents of the Gaza Strip, Arabs in the territories, the enemy of Israel and the international 

community. 

One of the central messages was the endorsement of violence, whether verbal violence expressed 

on the Twitter accounts of Al-Qassam Brigades; 

 

 

 

 

 

 

 

 

 

 

or through 

various 

caricatures 

targeted to the home audience and to Israel, which presented the path of violence as preferable 

over the path of peace; 
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Indeed the knife served as a central motif in various cartoons and posters that were published at 

the beginning of this Intifada, also known as the “Knife Intifada”. The knife was the primary 

weapon; 

 

in addition to the importance of firearms; 

 

and a call on the public to attend demonstrations in various places and at various times; 

https://he.wikipedia.org/wiki/%D7%92%D7%9C_%D7%94%D7%98%D7%A8%D7%95%D7%A8_%D7%94%D7%A4%D7%9C%D7%A1%D7%98%D7%99%D7%A0%D7%99_(2015%E2%80%932016)
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while the one and only goal of all this was to change Israeli policy to bring about Israel’s expulsion 

from Jerusalem; 

  

Another way to change Israeli policy was through a direct threat against the Israeli public via 

messages of intimidation and the denial of Israel’s legitimacy; 

http://menaiw.com/wp-content/uploads/2015/10/CRXuzp1UcAUmLsS.png
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by, among other things, depicting an Israeli soldier as a coward retreating from the wrath of an 

angry Palestinian; 

  

In this incident, a terrorist dressed as a journalist chased an armed IDF soldier and injured him with 

a knife. This incident illustrated the ability to use any part of an event to create a “winning motif” 

for Hamas PR; the first part of the incident was described as an “angry Palestinian chasing coward 

soldier, stabbing him five times” – the “angry Palestinian” sent a message of resistance, the use of 

force, striving to reach, the chase, fearless despite being armed with only a knife. Without a doubt, 

these messages were powerful for the Palestinian public. 

However, even in the second part of the incident - when the Palestinian is captured and lying on the 

ground, the image is now different, and he is on the side of the vulnerable, trapped and defensive – 

he was not defeated. Indeed, the incident ended with “the angry Palestinian” lying on the ground 

with his arm raised, with locked joints and a strong grip on the knife; 

http://www.mako.co.il/news-military/security-q4_2015/Article-c54c0c5ce107051004.htm
http://www.mako.co.il/news-military/security-q4_2015/Article-c54c0c5ce107051004.htm
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This was a message of strength, determination and heroism, even when the Palestinian was on 

the weak and vulnerable side. This message was also found in a similar poster showing a 

revolutionary who did not drop the stone from his hand; 

 

This attack illustrated the ability to make use of the online arena in order to spread messages to the 

home audience as well as the enemy by using both parts of the event; “the angry Palestinian” as he 

chased the soldier and after he was captured. Both parts conveyed a clear message of 

determination. 

The steadfast spirit was expressed in several additional images in which detainees were seen 

smiling at the camera so that even when they were caught, their hands did not drop the knife and 

stone, and their spirit was not broken; 
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Hamas also ascribed the values of strength, determination and sacrifice demonstrated by the public 

to its fighters both above and below ground; 

 

Encompassing these values of heroism, sacrifice, determination and the steadfast spirit were 

messages of respect for the heroes and martyrs displayed in both generic banners honoring all 

Palestinian martyrs, and in personal banners for each individual; 
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In addition to messages of determination, sacrifice and tribute, there were those that dealt with 

Palestinian society and cohesion among its ranks on various strata. Unity among Palestinian 

factions and organizations under the single umbrella of “Al-Quds Intifada”;  

 

as well as images expressing messages of social cohesion; women as a logistical auxiliary force that 

collects the stones and brings them to the men, as well as women who take an active part in 

clashes and are sometimes hurt themselves, lose their loved ones or even pay with their lives; 
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Even children and the handicapped among society have a role in the national struggle to create an 

uprising that encompasses all sectors and layers of society; 
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Alongside the strength of Hamas and its fighters, and the determination and sacrifice of the 

Palestinian public, were messages that appealed to the international community by using a known 

enemy familiar to most of the world, even one that is not involved in the Israeli-Palestinian conflict 

– the “Islamic State”. This was accomplished by comparing Israel and its actions to those of the IS, 

thereby creating a parallel between the two and the danger that they present to the world; 

 

Another claim in made against Israel was that it actually executes Palestinians and stages their 

deaths to make them look like terrorists and murderers; 
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This joins extensive visuals aimed at creating disinformation for target audiences and various media 

consumers to accuse Israel of arbitrary killings, usually by using one image out of an entire event; 

 

In addition, in an attempt to create a folk hero and reluctant martyr for this Intifada, Palestinian 

parties tried to create a parallel between the children, Ahmed Manasra and Mohammed al-Dura. 

Even though the former was not even killed, they still claimed that “Israel executed a Palestinian 

child”; 

https://he.wikipedia.org/wiki/%D7%90%D7%97%D7%9E%D7%93_%D7%9E%D7%A0%D7%90%D7%A1%D7%A8%D7%94
file:///C:/Users/ntordjman/Downloads/מחמד%20דורה
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They also recently attempted to create a reality out of thin air by publishing the photos of soldier, 

Eden Abergil, which rocked the country in August 2010, without noting that the photos were 

originally taken years earlier; 

  

http://news.walla.co.il/item/1722486
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In summary, the Internet arena - and especially social networks - serve as a platform for 

disseminating messages by using all of the aspects that characterize this arena - swiftness, 

availability, viral-based; messages that advocate violence and are distributed by, but not limited to, 

terrorist organizations. One must be familiar with these messages in order to be aware of their 

existence and content, and in order to know how to cope with them. However, the response cannot 

be a technological move to close down accounts since this – due to the viral nature of this space – 

will immediately lead to the opening of alternative accounts. Therefore, the response must be 

directed at the messages themselves by creating an alternative narrative and, as needed, exposing 

disinformation that is liable to take hold and turn into truth for consumers. These lessons should be 

applied among the relevant parties, both in the current conflict and in those that lie ahead. 
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ABOUT THE ICT  

 

Founded in 1996, the International Institute for Counter-Terrorism (ICT) is one of the leading 

academic institutes for counter-terrorism in the world, facilitating international cooperation in the 

global struggle against terrorism. ICT is an independent think tank providing expertise in terrorism, 

counter-terrorism, homeland security, threat vulnerability and risk assessment, intelligence analysis 

and national security and defense policy. ICT is a non-profit organization located at the 

Interdisciplinary Center (IDC), Herzliya, Israel which relies exclusively on private donations and 

revenue from events, projects and programs.  

 

 

 

 

ABOUT ICT CYBER-DESK  

 

The Cyber Desk Review is a periodic report and analysis that addresses two main subjects: cyber-

terrorism (offensive, defensive, and the media, and the main topics of jihadist discourse). and 

cyber-crime, whenever and wherever it is linked to jihad (funding, methods of attack). The Cyber 

Desk Review addresses the growing significance that cyberspace plays as a battlefield in current and 

future conflicts, as shown in the recent increase in cyber-attacks on political targets, crucial 

infrastructure, and the Web sites of commercial corporations.  

 

Click here for a list of online the ICT Cyber-Desk publications 

 

For tailored research please contact us at Webmaster@ict.org.il. 
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